ANNEX VII

Encrypted Source Code Submitted to VQEG’s ILG
Proponents are entitled to submit a file with encrypted source code along with their model’s object code.  This submission is not required but is offered in case there is a bug in the software that can be fixed without changing the algorithm.  Normally, there would be no software updates possible after the submission of the object code.  

In order for this option to be exercised the proponent must encrypt the source code with a readily available encryption program (see below for a freeware example) and send the password protected file to two ILG labs (CRC and Acreo).  If it is determined by the proponent that a bug is present in the software, then the proponent must discuss the situation with the ILG Co-Chairs.  If the Co-Chairs agree that a bug fix should be tried, then a procedure must be agreed to in order for the proponent to make the change to the code in the presence of the ILG member.  This could be done in person or perhaps by telephone.
The proponent would make the change and the ILG member would verify that it was not an algorithm change.  The code would be recompiled and tested in the presence of the ILG member.  The revised code should be re-encrypted with a different password.

The encrypted file can be transported electronically or physically.  It needs to be sent to both ILG contacts below:

ILG contacts:

Kjell Brunnstrom

Acreo

Stockholm, Sweden

+4686327732
Kjell.Brunnstrom@acreo.se 

Filippo Speranza

CRC

Ottawa, Canada

+1 613-998-7822
filippo.speranza@crc.ca
A good freeware encryption program:

Blowfish Advanced CS 2.57 

http://www.hotpixel.net/software.html (click on Blowfish Advanced CS – Installer) 
This software offers several encryption algorithms.  The one that allows the largest key (448 bits) is Blowfish.  It is also in German and English.
Source files should be zipped and then encrypted.

Other encryption programs can be used but if they are not free then the proponent is responsible for purchasing the program for the ILG if necessary.
